Tips to Avoiding OFAC or Export Violations:

Special Case of Activities With Persons or Entities in OFAC Countries

(e.g., Cuba, Iran, Sudan, Syria, North Korea)
License exceptions and exclusions are critical for academia in the special case of considering an activity with persons or universities located in an OFAC country.  As you might suspect, given the adversarial nature of our relationships with these countries, sweeping prohibitions apply and the attendant penalties and fines are severe.  For any proposed transaction, both the export control and the OFAC requirements must be separately analyzed and considered. 

OFAC and Trade Sanction Laws

There are a handful of countries commonly referred to as “OFAC countries” or “embargoed countries.”  The most widely known are Cuba, Iran, Sudan, Syria and North Korea.  Very strict trade sanctions apply to these countries under regulations issued and administered by the Office of Foreign Assets Control (OFAC) within the Department of Treasury.   

Interactions with persons and organizations located in these OFAC countries come with a great degree of risk and require careful analysis.  Some of the sanctions apply to the import of goods and services from OFAC countries as well.  Detailed country-by-country information about these trade sanctions is available on the OFAC website at:  http://www.treasury.gov/resource-center/sanctions/Pages/default.aspx
The analysis of whether a proposed activity would be allowed must be made at the outset since, in the absence of an exception or exclusion, an OFAC license MUST be secured from the Treasury Department before initiating any transactions or dealings with those persons (including negotiations for a proposed activity).  Only a handful of license exceptions and general licenses are available.  Special licenses are seldom issued because there is a general policy of denial of license requests.  Further, it takes many months to receive a determination.  


Cuba, Iran and Sudan

Comprehensive sanctions are in place against Cuba, Iran and Sudan.  Three exceptions which are helpful for researchers do apply.  First, activities which are incident to publishing of research articles are permitted with persons in Cuba, Iran or Sudan and the academic and research institutions which employ them (but no other segment of the Government or other entities).  31 C.F.R. § 515.577 (Cuba), 31 C.F.R. § 560.538 (Iran), 31 C.F.R. § 538.529 (Sudan).  

Second, the export of information available in the mass market and which are fully created and in existence as of the date of the transaction, such as published research articles, may also be exported.  31 C.F.R.  § 515.206(a)(2) (Cuba), 31 C.F.R. § 560.210(c)(2) (Iran), 31 C.F.R. § 538.212(c)(2) (Sudan). 

Third, some exceptions apply to travel.  Travel to Iran and Sudan is generally permitted, including payments for expenses ordinarily incident to such travel, including living expenses and buying goods or services for personal use.  However, the project proposed to be undertaken while in the country may require a license.  

Travel to Cuba remains highly regulated (other than the rules for travel to visit family in Cuba which were modified in 2009).  A couple general licenses are available.  One allows travel to Cuba to attend international conferences that are regularly held in other countries.  31 C.F.R.  § 515.564(a)(2).  Detailed guidelines guidelines for travel to Cuba are available at: http://www.treasury.gov/resource-center/sanctions/Programs/Pages/cuba.aspx
OFAC also provides lists of approved companies to arrange for travel licenses and flights to embargoed countries. Authorized providers for travel to Cuba are available at http://www.treasury.gov/services/Documents/cuba_tsp.pdf   Another OFAC general license allows full-time professionals to travel to Cuba for professional research.  31 C.F.R.  § 515.564(a)(1).

Syria, North Korea and Other OFAC Countries

The trade sanctions against Syria and North Korea are more narrow in scope (however, as discussed below, they are treated as embargoed countries for export control purposes).  Other countries subject to lesser OFAC trade sanctions include:  Belarus, Burma (Myanmar) and Zimbabwe.  The sanction programs are described on OFAC’s website at:  http://www.treasury.gov/resource-center/sanctions/Pages/default.aspx
Travel with Laptops and GPS Devices

Please be aware that you need a Department of Commerce license in order to travel with a laptop or any GPS device to an OFAC country. 


Students and Researchers in the United States

Different rules apply to participation of students and researchers from OFAC countries in educational or research activities in the United States.  Universities may enroll or employ persons who are citizens of Cuba, Iran or Sudan if they are permanent residents (green card holders) or are present in U.S. under a valid visa.  (However, some country specific restrictions on payments may still apply.)  These matters are administered by your campus International Student and Scholar Office which is charged with monitoring the activities of these persons while in the United States and reporting their activities to the Department of Homeland Security.  Careful supervision of these persons is required to avoid a “deemed export” under the Department of Commerce (EAR) regulations or Department of State (ITAR) regulations.  However, ordinary license exceptions and exclusions apply to their activities within the United States, such as the fundamental research exclusion.  

Export Control Laws and Activities with Persons in Embargoed Countries 

(e.g., Cuba, Iran, Sudan, Syria, North Korea)

Under the EAR regulations of the Department of Commerce, effectively, all items used in commerce which have a potential dual-use are covered at the very least under a catch-all classification referred to as “EAR 99.”  EAR 99 items require a license for export to a person or entity in all Department of Commerce embargoed countries.   These countries include Cuba, Iran, Sudan, Syria and North Korea.  In other words, your working assumption should be that all shipments or travel with goods requires a license to an OFAC embargoed country.  (Although, a handful of country-specific license exceptions apply under Part 746 of the EAR.  15 C.F.R. 746.)   Severe fines and penalties apply to export violations. 

However, this entire framework applies only if the items are “subject to the EAR” in the first place.  Many exceptions and exclusions apply which are enumerated in the EAR regulations at 15 C.F.R. 734.3.  For example, publicly available technology, technology that arises from fundamental research, or information subject to the educational exclusion are NOT subject to the EAR. 

Here is a helpful FAQ from the Department of Commerce 15 C.F.R. 734, Suppl. 1:

“Question D(6):  I would like to correspond and share research results with an Iranian expert in my field, which deals with technology that requires a license to all destinations except Canada.  Do I need a license to do so?  

Answer:  Not as long as we are still talking about information that arose during or resulted from research that qualifies as "fundamental" under the rules spelled out in § 734.8(a) of this part.” 

Recall, however, from the discussion under “OFAC and Trade Sanction Laws” above that no research contract can be entered into (nor can negotiations be initiated) with this researcher in Iran or his employer without an OFAC license.  

Compliance with Department of State ITAR export control regulations is more straightforward because its applicability is rare.   ITAR regulations apply only to items (and related technical data) that are specifically designed, developed, configured, adapted or modified for military applications
.  This kind of technical data would most likely arise from a contract or subcontract with a United States national security agency.   The Department of State has its own separate list of embargoed countries set out at ITAR § 126.1.  More information is available at the following website:  http://www.pmddtc.state.gov/embargoed_countries/index.html 

In summary, undertaking activities with persons in an OFAC embargoed country (such as Cuba, Iran, Sudan, Syria or North Korea) is fraught with risk and requires extreme care and planning from the outset.    

