Wireless at UML.: Getting Connected (PEAP for Windows 7)
(In this page we provide instructions on how to connect to "uml-admin” and “uml-student” manually.)

1. From your Desktop, left click on the Start button
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3. Left click on Network and Sharing Center. This will open the “View your basic network
information and set up connections” window.
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4. Left click the Manage wireless networks hyperlink on the left-hand column.
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You are currently not connected to any networks.

Change your networking settings

-5. Set up a new connection or netwark
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access
point.

s. Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN netwark connection.

@ Choose homegroup and sharing options
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5. Left click on the Add button

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.
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How do you kel TTET O TR
ik Manually create a network profile
"= This creates a new network profile or locates an existing network and saves a profile

for the network on your computer. You need to know the network name (55ID) and
security key (if applicable).
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7. Manually input the following information, making sure to use uml-admin for faculty/staff users,
and uml-student for students. When done, click Next
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8. Left click the large button, labeled “Change connection settings”

il « Network and Internet » Manage Wireless Networks

Manage wireless nd

‘Windows tries to conne

Add  Adapter propertics

Successfully added uml-student

Networks you can view, modi

.-. uml-student
P Change connection settings
= Open the connection properties so that I can change the settings.

9. Make sure the three check boxes appear as below, then left click on the tab labeled
“Security”

Mame: uml-student
SSID: uml-student
Metwork type: Access point

MNetwork availability: Al users

o [/] Connect automatically when this network is in range
o [ Connect to a more preferred network if available
- || Connect even if the network is not broadcasting its name (SSID)

10. Make sure the two drop down menus, labeled Security and Encryption Type appear as in
the figure below. If you would like your password to be remembered, so that you will not have to
manually type it upon subsequent connections, check the box labeled “Remember my
credentials for this connection each time I'm logged on.” Once finished, left click the button
labeled “Settings.”
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Choose a network authentication method:

[Microsoft: Protected EAP (PEAP) v | [ Settings | te—
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11. Make sure to uncheck “Validate server certificate”. Verify that the other four check boxes
are configured as those in the picture below, and that the pull-down menu has “Secured
password (EAP-MSCHAP v2)” selected. After double-checking to make sure all information is
correct, left click on the “Settings” button.

When connecting:
[ validate server certificate

Connect to these servers:

o]
[ Globalsign Root CA

|| GTE CyberTrust Global Root

[ Microsoft Root Authority

[ Microsoft Root Certificate Authority

[} Thawte Premium Server CA

[] Thawte Timestamping CA

Do not prompt user to authorize new servers or trusted
certification authorities,

Select Authentication Method:

Secured password (EAP-MSCHAP v2) (| configure... | )
/| Enable Fast Reconnect

Enforce Network Access Protection

Disconnect if server does not present cryptobinding TLYV

Enable Identity Privacy
Lo ]

12. Uncheck the box labeled “Automatically use my Windows logon name and password
(and domain if any)”, and then left click the “OK” button.
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13. Left click the “OK” button

[”] GTE CyberTrust Global Root

[7] Microsoft Root Authority

[] Microsoft Root Certificate Authority
[] Thawte Premium Server CA

[] Thawte Timestamping CA

[]Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[secured password (EAR MSCHAP v2) ~] [ Confgure... |
[#] Enable Fast Reconnect

[~] Enforce Network Access Protection

[ Disconnect if server does not present eryptobinding TLV

[ Enable Identity Privacy | |
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14. Left click the “Advanced settings” button

Seaty type:
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Choose a network authentication method:

[ erotected EAP (PEAF) x| [ setings_ |

[¥]Remember my credentials for this connection each
time I'm logged on

Advanced settings.




15. Make sure to check the “Enable single sign on for this network.” Verify all other settings
match those below, then left click the “OK” button.

802. 1X settings | 802,11 settings

s | Specify authentication mode:

| User or computer authentication ~ Save aedentials

Delete credentials for all users

e | /| Enable single sign on for this network

@ Perform immediately before user logon

) Perform immediately after user logon

Maximum delay (seconds): 10 [N

[¥] Allow additional dialogs to be displayed during single
sign on

|| This network uses separate virtual LANs for machine
and user authenticati

16. Left click the “OK” button.

Connection | Security

Security type: |wPa2 Enterprise -]

Encryption type:  [AES -

Choose a network authentication method:

[Microsoft: Protected E4P (PEAP) ][ setings

Remember my credentials for this connection each
time I'm logged on

17. Left click anywhere on the balloon “Additional information is needed to connect umi-
student”, which pops up from your taskbar.

Successfully added uml-student

| & Change connection settings
i Open the connection properties so that I can change the settings.




18. Type your first name, followed by an underscore, followed by your last name, in the topmost
box. In the lower box, you're your UML email password. Once finished, left click the “OK” button.

Note: If any problems occur, verify you're your password has not been changed or expired by
logging into your UML email account.
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20. To check if you are connected, left click the wireless bars symbol, circled in red, below, and
verify that it says “Connected” next to uml-student/admin and that it shows uml.edu and Internet
access near the top of the box.
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21. Close all other windows by left clicking on the rectangular red “X” in the top right-hand
corner of the window.

+ Check to make sure that connectivity has been achieved by opening a web page in your
internet browser, try to open something that has not been opened recently to prevent the
website from being loaded from your cache instead of actually going out to the internet. If
the website loads then you have followed the steps correctly and should have full use of
the UMass Lowell Wireless network!



+ Note: If a window opens, asking you to choose the location of the network, with the
options of “Home”, “Private”, and “Public”, our recommendations are that you choose
“Public”, as the other options will leave your computer at a relatively increased risk of
attack.



